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Egy technologia,
Eroforras,
Szolgaltatasok,

A gyakorlatban
sokan keverik
ezeket a
gondolkodasban

A foldon is lehet
a felho!

Mi a felho ?

Forras: https://www.usanotebook.hu/blog/mi-az-a-felho-es-miert-jo/467
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» Privat, Publikus, Kozosségi.

» Hibrid, Multi.

» A publikus felhészolgaltatas ot lényegi
ismérve a kovetkezo:

a szolgaltatas igény szerinti, akar onkiszolgalé médon
valé igénybevétele,

altalanos haldozati elérés,
megosztottan hasznalt eréforrasok,
a valtozé kapacitas-igények gyors lekovetése,

meért szolgaltatas (felhasznalassal aranyos hasznalati

dij),

» The NIST Definition of Cloud Computing (SP

800-145).

A felho fogalma,
es felelossegi kerdései?

" Y4 ™ ™
laaS PaaS SaaS

| Felbasilsk || Felhsmilk || Felasmdlk
DA (| OSSR || CAsek
| Abkabmazisok || Allelmizisok || Alkalmazisk
Pttt komyeset || | EESSNGRR | Fus kbmyerst
| Opericiésrendsze || Opericiis rendszer || Opericids rendszer
o Hipevizor || Hipenamor || Hipervizor
o Smmvenk || Smnenk || Senenk
| Tirolbeskizak || Tholbeshdask || Tarolseskiznk
 Fikaihdliz || Fikaibiliz )| Fieikel biliza
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Sirolgltatass modellek:
o "

Forras:

https://www.mnb.hu/letoltes/4-2019-felho.pdf
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+ Address Verification as a Service
+ Anything as a Service

+ APl as a service (APlaaS) Application

+ Delivery as a Service

+ Application Platform as a Service
+ Architecture as a Service

+ Authentication as a Service

+ Backend as a Service

+ Backup as a Service

+ Big Data as a Service

+ Broker as a Service

+ Business as a Service

+ Business Process as a Service
+ Cloud Load Balancers as a Service
+ Cloud Search as a Service

+ Collaboration-as-a-Service

+ Commerce as a Service

+ Communication as a Service
+ Computing as a Service

+ Contact Center as a Service

+ Conversations as a Service

+ Data as a service

+ Database as a service

+ Desktop as a Service

+ Development as a Service

+ DevTest as a Service

+ Disaster Recovery as a Service
+ Drupal as a Service

+ Email as a Service

+ Encryption as a Service

Xaas ?

+ Enterprise Resource Management as a
Service

+ Ethernet as a Service

+ Everything as a Service

+ Firewall as a Service

+ Framework as a Service

+ Globalization as a Service

+ Hadoop as a Service

+ Hardware as a Service

+ High Performance Computing as a
Service

+ Identity as a Service

+ (Infrastructure Paas)

+ Insight as a Service

+ Integrated Development Environment as
a Service

+ Integration as a Service Integration
Platform as a Service

+ Integration Platform as a Service

+ IT as a Service

+ Java Platform as a Service

+ Knowledge as a Service

+ Light as a Service

+ Logon as a Service Management as a
Service

+ Mashups as a Service

+ Message Queuing as a Service

+ Metal as a Service

+ Mobility as a Service

+ Mobility Backend as a Service

Forras: Koczka Ferenc, okosora eléadasa az OTP Bank Nyrt-ben

+ Monitoring as a Service

+ Network Access Control as a Service

+ Network as a Service

+ Operations as a Service

+ Optimization as a Service

+ Payment as a Service

+ Quality as a Service

+ Query as a Service

+ Recovery as a Service

+ Remote Backup as a Service
+ Risk Assessment as a Service
+ Robot as a Service

+ Security as a service

+ Service Desk as a Service

+ Solutions as a Service

+ Storage as a Service

+ Telepresence as a Service

+ Test environment as a Service
+ Testing as a Service

+ Transport as a Service

+ Unified Commmunications as a Service

+ User Interface as a Service

+ Video Conferencing as a Service
+ Video Surveillance as a Service
+ Voice as a Service

+ Website as a Service

+ Mélytanulas
+ Kvantumszamitastechnika
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Felhészolgaltato igénybe vételével
kapcsolatos beszerzéskor EIR-enként
érdemes elkérni a szolgaltatast

[ I 4

vizsgalo auditok dokumentaciojat.

Akinek van, jellemzéen a tanusitvanyt
publikalja az Interneten, de abbél
valéjaban semmit nem lehet megtudni,
mert az értelmezésiikhoz be kell
szerezni a vizsgalati profilt,
modszertant és az audit tervet is.
Ezekbél lehet latni a mit és milyen
szinten tud nyujtani a szolgaltaté ami
altadban nem az a szint amit hirdet
magarol!

A Felho auditja .

Microsoft 365 Cent...

Q

learn.microsoft.com/en-us/azure/compliance/offerings/offering-soc-2
8% Microsoft | Learn Docmentston Teining Cerificstions QSA CoceSamples Assessments Shows  Events

Azure Product documentation - Architecture - Leam Azire v Develop v Resources

Type 2

Article + 02/24/2023 + 4 minutes to read + 1 contrbutor

SOC 2 Type 2 overview

System and Organization Controls (SOC) for Service Orga:

fied time perios

Azure and SOC 2 Type 2

Microsoft Azure, Dynamics 365, and other Mici
able

< 2 Type 2 reports are releva

fidentiality.

azure-compliance-... X

@ 1 sav k@@@ 5% v 5v‘?‘

Tell us about your PDF experience.

Azure, Dynamics 365, Microsoft 365,
and Power Platform compliance
offerings

Article = 02/24/2023 « 4 minutes to read

You're wholly responsible for ensuring your own compliance with all applicable laws
and regulations. Information provided in Microsoft online documentation doesn't
constitute legal advice, and you should consult your legal advisor for any questions

regarding regulatory compliance.

Overview

Azure is a multi-tenant hyperscale cloud platform that is available in more than 60
regions# worldwide. Most Azure services enable you to specify the region where your
customer data® will be located Z . Microsoft may replicate your customer data to
other regions within the same geography for data resiliency but Microsoft won't
replicate your customer data outside the chosen geography (for example, United States).

Forras:https://learn.microsoft.com/en-
us/azure/compliance/offerings/offering-soc-2

System and Organization Controls (SOC) 2

ion in 2 SOC 2 Type 2 report, which describes the cloud
s description of its controls. It also evaluates

rols are designed appropriately, were in operation on & specified date, and were operating

s set forth in the Cloud Security Alliance
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» Felhoszolgaltaté dokumentumai elérhetéek. BB Vicrosoft
» Tobb ezer oldal 10% url.

» A dokumentumok dinamikusak !, de részei a

szerzodésnek! Microsoft Cloud Mapping
for Finan ‘

» 1SO 27017, 27018 (27015), SOC2-Type2,

BB Microsoft

EBA, EIOPA and ESMA guidelines that we have not included in the mapping below as these fall entirely within the ility scope of fi ial il
arrangements intemally and are not specifically related to cutsourcing.
4. While Microsoft provides a range of tools and inf: tion for cust and potential inits Compliance Documentation, on its Service Trust Portal
and Trust Center to support firms through their regulatory due diligence and risk assessments, this mapping is a further tool intended to assist financial
[ 10N | in using Mi Online Services.
MAPPING
General
1. | EBAT4 Rights and obligations to be | The rights and obligations of the parties are set out in the Microsoft | N/A
clearly allocated in a written | Agreement. 1
EIOPA 36 agreement. Version: February 2023
ESMA 26

The agreement for critical or
important functions must set out: |

2. | EBATS(a) Services: A clear description of | The Online Services are described in the Micrescft Agreement. MIA
the outsourced cloud services
EIOPA 37(a) and type of support services;
ESMA 28(a) . Microsoft 365 Service Description
. Dynamics 365 Service Description

- Directory of Azure Cloud Services

The support services, including Professional Services, are described
in the DPA and in the Master Business Services Agreement.

An online description is also available here:

The Microsoft Cloud for Financial Services documentation provides
capabilities to manage financial services data at scale and makes it
easier for fi | services i to deliver differentiated
perii P Wploy , and combat financial crime. It
also facilitates security, compliance, and interoperability.

3. | EBATS(b) Term: Start and end date and | Refer to the Microsoft Agreement. MIA
EIOPA 37(b) notice periods;
ESMA 28(b)

In general, standard EA Enroliments have a three-year term and may
ke renewed for a further three-year term.

3
Version: February 2023
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Az azpolicyadvertizer-semicolon lapon az Azure policydefiniciok osszefoglalasa
talalhaté meg. Az Azure védelmi profilok egyes adatai innen keriilnek az Azureba.

Elso lépésként célszerl ,,az allami és onkormanyzati szervek elektronikus
informaciobiztonsagarol szolo 2013. évi L. torvényben meghatarozott technologiai
biztonsagi, valamint a biztonsagos informacios eszkozokre, termékekre, tovabba a
biztonsagi osztalyba és biztonsagi szintbe sorolasra vonatkozo kovetelmeényekrol
szolo 41/2015. (VII. 15.) BM rendelet” kontrolljait NIST azonositéval osszerendelni,

pl:

BM rendelet NIST
3.3.10.10.1. Az érintett szervezet:
3.3.10.10.1.1. meghatarozott id6tartamu inaktivitas
utan, vagy a felhasznald erre iranyulo lépése esetén a
munkaszakasz zarolasaval megakadalyozza az
A munkaszakasz €lektronikus informacios rendszerhez val6 tovabbi

Zaroldsa hozzaférest; AC-11
3.3.10.10.1.2. megtartja a munkaszakasz zarolasat
mindaddig, amig a felhasznalé a megfelelo eljarasok
alkalmazasaval nem azonositja és hitelesiti magat Ujra.

3.3.10.10.
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Masodik |épésben a NIST kod alapjan az audit dokumentumokban megkeresni az
adott kontrollt:

NIST

The information system:
a. Prevents further access to the system by initiating
a session lock after [Assignment: organization-defined

AC-11 Session Lock time period] of inactivity or upon receiving a request
from a user; and

b. Retains the session lock until the user

reestablishes access using established identification
and authentication procedures.

”~r

Harmadik lepesben a kontrollal kapcsolatos eloiras ertekeléese kovetkezik megfelel,
vagy nem felel meg lehetoseg szinten: IGEN!

Negyedik |épésben, az adott kontroll kialakitasat sziikséges el6irni a biztonsagi
rendszertervben.
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Otodik lépésben az Azure-ban az adott rendszere az érvényesité paramétereket
hangolni sziikséges, azaz az alapbeallitasokat kontrollonként végig kell gondolni, és a
hangolast elvégezni.

Az eloiro jellegi lépések a forrashelyrol pl. excel exportot alkalmazva ugy
végezhetdk el konnyedén, hogy egy ,,lires OVI” tablaba az osszerendelési logikat
bevissziik, azaz az ovi tablat egy felhés + ,,fullel” latjuk el.

Az adott rendszer biztonsagi eldirasait a kibovitett ,,ovi” fajlban ugyanugy lehet
kezelni mint a tobbi kontrollt.

Az eloirt kontrollok paramétereit sem sziikséges egyenként konfiguralni, mert a

"M" (Mandatory), és az "O" (Optional) értékeket filebél be lehet olvasni, és az értékek
benne lehetnek egy egy rendszer biztonsagi leiré adatbazisaban, akar az ovi
tablajaban is.

A biztonsagos kornyezet egyszerien és gyorsan alakithato igy ki, s6t a valtozasokra
riasztas allithaté be (Sentinel)



eivok Hol lehet a kontrollokat kialakitani?

MINDENHOL !

mert egy, egy kontroll nem
szolgaltato és technologai fuiggo!
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Ki birtokolja az adatokat?
KULCSOK KEZELESE!
Késleltetés!

Elnyomasi hatas!
Szerzodési feltételek.

A szolgaltatd menedzsment és tulajdonosi szerkezet elemzése, mert sosem az
semmi aminek elsore latszik....,

Politikai kockazat van-e? Oroszorszag esete!
A Felho és a TELKO ilizemeltet6i kollegai egyedi kockazatot jelentenek-e?

.. €s....
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Koszonom a megtisztelo jelenléetet es
figyelmet!


https://www.hte.hu/eivok
https://www.hte.hu/esemenyek/-/esemeny/1/4876226/eivok-40--szakmai-est

